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A communication system includes a vehicle (101) and an infrastructure (160). The vehicle contains vehicle system information (104) 
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access (600) the user information in a secure manner. 



FOR THE PURPOSES OF INFORMATION ONLY 



Codes used to identify States party to die PCT on the front pages of pamphlets publishing international applications under the PCT. 



AL 


Albania 


KS 


Spam 


LS 


Lesotho 


SI 


Slovenia 


AM 


Armenia 


FI 


Finland 


LT 




SK 


Slovakia 


AT 


Austria 


FR 


France 


UU 


Latvia b °° T8 


SN 


Senegal 


AU 


Australia 


GA 


Gabon 


LV 




sz 




AZ 


Azerbaijan 


GB 


United Kingdom 


MC 


Monaco 


TD 


Chad 


BA 


Bosnia and Herzegovina 


GB 


Georgia 


MD 


Kepuonc or Motoova 


TG 


Togo 


BB 


Barbados 


GH 


Ghana 


MG 


Madagascar 


TJ 


Tapdstan 


BE 


Belgium 


GN 


Guinea 


MK 


The fanner Yugoslav 


TM 


Turkmenistan 


BF 


Burkina Paso 


GR 


Greece 




Republic of Macedonia 


TR 


Turkey 


BG 


Bulgaria 


HU 


Hungary 


ML 


Mali 


TT 


Trinidad and Tobago 


BJ 


Benin 


IE 


Ireland 


MN 


Mongona 


UA 


Ukraine 


BR 


Brazil 


IL 


brad 


MR 


Mauritania 


UG 


Uganda 


BY 


Belarus 


IS 


Iceland 


MW 


Malawi 


US 


United States of America 


CA 


Canada 


IT 


Italy 


MX 


Mexico 


UZ 




CF 


CcotFftl Afincvi Republic 


JF 


Japan 


NE 


Niger 


VN 


Viet Nam 


CG 


Congo 


KB 


Kenya 


NL 


neincnanas 


YU 


Yugoslavia 


CH 


Switzerland 


KG 


Kyrgyzstan 


NO 


Norway 


ZW 


Zimbabwe 


a 


Cote d'lvoire 


KP 




NZ 


New Zealand 






CM 


Cameroon 




Republic of Korea 


PL 


Poland 






CN 


China 


KR 


Republic of Korea 


PT 


Portugal 






cu 


Cuba 


KZ 


Kaxakstan 


RO 


Romania 






cz 


Czech Republic 


LC 


Saint Lucia 


RU 


Russian Federation 






DK 


Germany 


U 




SD 


Sudan 






DK 
EE 


Denmark 
Estonia 


LK 
LR 


Sri Lanka 
Liberia 


SB 
SG 


Sweden 
Singapore 







WO 00/13155 



PCT/US99/19214 



METHOD FOR REMOTELY ACCESSING VEHICLE SYSTEM INFORMATION 
5 AND USER INFORMATION IN A VEHICLE 

This is a continuation-in-part of the following three (3) commonly- 
assigned prior applications: "Method for registering vehicular bus functionality," 
by Mark A Gannon, application number 09/040,571, filed 18 March 1998, 

10 attorney docket no. CM04187H; "Method for a vehicle gateway to transport 
information, including a method for programming the gateway," by Mark A. 
Gannon et al., application number 09/045,336, filed 20 March 1998, attorney 
docket no. CM04188H; and "Method for ^programming a vehicle system or a 
user system in a vehicle," by Sewim F. Ablay et al., application number 

15 09/067,331 , filed 28 April 1998, attorney docket no. CM04248H; the 

disclosures of which three (3) prior applications are hereby incorporated by 
reference verbatim, with the same effect as though each disclosure were fully 
and completely set forth herein. 

20 Field of the Invention 

This application relates to telematics including, but not limited to, a 
method for remotely accessing vehicle system information and user information 
in a vehicle. 

25 Background of the Invention 

It is known for a vehicle, such as a car, to have both a vehicle bus and a 
user bus, the vehicle bus and the user bus being coupled by means of a 
vehicle gateway. 

As known, typically the vehicle bus supports the various vehicle 

30 systems, such as a motive power source (such as, for example, an internal 
combustion engine, electric engine, or other source of motive power that might 
be developed in the future), instrument display, door locks, flashing lights, etc. 
Such vehicle subsystems generate or store vehicle system information 
pertinent to the vehicle or its occupants. Such vehicle system information 

35 typically consists of data elements, such as the current date and time, the 
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vehicle's Vehicle Identification Number the vehicle's current location, the 

vehicle's current operational status (i.e., the direction and speed of travel, 

whether the engine is running or not, the current reading of the odometer, 

engine operating parameters and diagnostic codes, the locked/unlocked state 
5 of the door locks, etc.). Also, this information can consist of data elements 

describing the occupants of the vehicle such as their number, their location 

within the vehicle, estimates of height and weight, etc. 

Also as known, typically the user bus supports various user systems, 

such as a cell phone, a radio frequency ("RF") data device, a pager, 
10 entertainment system, a global positioning satellite ("GPS") receiver, etc. Also, 

typically the user bus supports one or more user control units. Similar to the 

vehicle subsystems, such user control units generate or store user information 

pertinent to the vehicle or its occupants. 

As known, from time to time there is a need for persons or entities 
15 physically located off the vehicle to gain access the vehicle system information 

and the user information from their remote locations. For example, periodically 

it might be necessary to query a delivery vehicle for its current location to 

provide an estimated time of arrival at a future pick-up or delivery site. 

Likewise, it might be necessary to assist lost or stranded motorists by 
20 determining the location to which to send aid and the type of assistance 

required. It might also be necessary to inform search and rescue personnel of 

the number of occupants to expect in a disabled vehicle. 

Due to the safety-related and confidential nature of the vehicle and user 

systems and the confidentiality and privacy of the vehicle's occupants, it is 
25 desirable that access to the vehicle system information and user information be 

limited to authorized persons or entities. 

As a result, there is a need for a method for remotely accessing vehicle 

system information and user information in a vehicle in a secure manner. 

30 Brief Description of the Drawings 

FIG. 1 is a block diagram of a first embodiment of a vehicle 101 and 
infrastructure that may be used to demonstrate a method for remotely 
accessing vehicle system information and user information in a vehicle, in 
accordance with the present invention. 
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FIG- 2 is a flow diagram for a first embodiment of a method for an 
application to obtain vehicle system information, in accordance with the present 
invention. 

FIG. 3 is a flow diagram for a second embodiment of a method for an 
5 application to obtain vehicle system information, in accordance with the present 
invention. 

FIG. 4 is a flow diagram for a third embodiment of a method for an 
application to obtain vehicle system information, in accordance with the present 
invention. 

10 FIG. 5 is a flow diagram for a method for an application to receive 

vehicle system information, in accordance with the present invention. 

FIG. 6 is a flow diagram for a method for an application to obtain user 
information, in accordance with the present invention. 

1 5 Description of the Preferred Embodiments 

FIG. 1 is a block diagram of a first embodiment of a vehicle 101 and 
infrastructure that may be used to demonstrate a method for remotely 
accessing vehicle system information and user information in a vehicle, in 
accordance with the present invention. 

20 There is shown a communication system 100 having an infrastructure 

160 and at least one vehicle 101 . the at least one vehicle including a vehicle 
system 103, a vehicle gateway 107, a wireless gateway 109 and a user control 
unit 111. In turn, the user control unit includes user information 1 12. As 
shown, the vehicle system 103 includes a vehicle system information 104. The 

25 vehicle system 103 is coupled to the vehicle gateway by means of a vehicle 
bus 105. As well, the wireless gateway 109 and the user control unit 111 are 
coupled to the vehicle gateway by means of a user bus 115. As shown, the 
infrastructure 160 includes a base station 151, a fixed network 153 and a 
processor 154. In turn, the processor 154 includes an application 155. 

30 Further, the wireless gateway 109 is arranged to communicate with the base 
station 151 by means of a radio frequency (RF) link 140. In one embodiment, 
the vehicle 101 comprises a plurality of vehicle systems 103 such as, for 
example, an engine, braking system, transmission system, and the like. 

FIG. 2 depicts a flow diagram 200 for a first embodiment of a method for 

35 the application 155 to obtain the vehicle system information 104, in accordance 
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with the present invention. As shown in FIG. 2, step 202 is performed by the 
infrastructure; steps 203-204 are performed by the application; steps 205, 215 
and 225 are performed by the vehicle system; and steps 206 and 216 are 
performed by the user control unit. 
5 The process starts, step 201 , and then goes to step 202. In step 202, 

the infrastructure establishes a connection with the wireless gateway 109, then 
establishes a routable authenticated connection with the wireless gateway, and 
then authenticates itself with the user control unit 111. The process then goes 
to step 203. 

10 In step 203, the application authenticates itself with the user control unit 

111. The process then goes to step 204. 

In step 204, the application causes the user control unit 1 1 1 to be 
authenticated with the vehicle system 103 by means of the vehicle gateway. 
As shown, after step 204, there are three (3) options for the method to 
15 proceed to the next step. In a first option (labeled in FIG. 2 as path A), the 

process goes to step 205. In a second option (labeled as path B), the process 
goes to step 215. In a third option (labeled as path C), the process goes to 
step 225. Each of these three (3) options now will be discussed. 

In the first option (path A), after step 204 the process goes to step 205. 
20 In step 205, the vehicle system sends the vehicle system information to the 
user control unit. The process then goes to step 206. 

In step 206, the user control unit sends the vehicle system information to 
the application. 

The process then ends, step 250. 
25 In the second option (path B), after step 204 the process goes to step 

215. In step 215, the vehicle system sends the vehicle system information to 
the vehicle gateway. The process then goes to step 216. 

In step 216, the vehicle gateway sends the vehicle system information to 
the application. 
30 The process then ends, step 250. 

In the third option (path C), after step 204 the process goes to step 225. 
In step 225 the vehicle system sends the vehicle system information to the 
application. 

The process then ends, step 250. 
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5 

In one embodiment of FIG. 2, the vehicle system information includes at 
least one of a current date, a current time, a current location of the at least one 
vehicle, a current mileage of the at least one vehicle, a vehicle ^identification 
number, an engine diagnostic code and a general vehicle operating parameter 
5 such as coolant temperature, transmission gear, oil pressure and the like. 

FIG. 3 depicts a flow diagram 300 for a second embodiment of a method 
for an application to obtain vehicle system information, in accordance with the 
present invention. As shown in FIG. 3, step 302 is performed by the vehicle 
system; steps 313 and 314 are performed by the infrastructure; and steps 325 
10 and 326 are performed by the application. 

The process starts, step 301 , and then goes to step 302. 

In step 302, the vehicle system sends the vehicle system information to 
the user control unit. The process then goes to step 313. 

In step 313, the infrastructure establishes a connection with the wireless 
15 gateway, and then establishes a routable authenticated connection with the 
wireless gateway. The process then goes to step 314. 

In step 314, the infrastructure authenticates itself with the user control 
unit. The process then goes to step 325. 

In step 325, the application authenticates itself with the user control unit. 
20 The process then goes to step 326. 

In step 326, the application obtains the vehicle system information 
stored in the user control unit. 

The process then ends, step 350. 

In one embodiment of FIG. 3, the vehicle system information includes at 
25 least one of a current date, a current time, a current location of the at least one 
vehicle, a current mileage of the at least one vehicle, a vehicle identification 
number, an engine diagnostic code and a general vehicle operating parameter 
such as coolant temperature, transmission gear, oil pressure and the like. 

FIG. 4 depicts a flow diagram 400 for a third embodiment of a method 
30 for an application to obtain vehicle system information, in accordance with the 
present invention. As shown in FIG. 4, step 402 is performed by the user 
control unit; steps 413-414 are performed by the infrastructure; and steps 
425-426 are performed by the application. 

The process starts, step 401 , and then goes to step 402. 
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In step 402, the user control unit obtains the vehicle system information 
from the vehicle system. The process then goes to step 413. 

In step 413, the infrastructure establishes a connection with the wireless 
gateway, and then establishes a routable authenticated connection with the 
5 wireless gateway. The process then goes to step 414. 

In step 414, the infrastructure authenticates itself with the user control 
unit The process then goes to step 425. 

In step 425, the application authenticates itself with the user control unit. 
The process then goes to step 426. 
10 In step 426, the application obtains the vehicle system information 

stored in the user control unit 

The process then ends, step 450. 

In one embodiment of FIG. 4, the vehicle system information includes at 
least one of a current date, a current time, a current location of the at least one 
15 vehicle, a current mileage of the at least one vehicle, a vehicle identification 
number, an engine diagnostic code and a general vehicle operating parameter 
such as coolant temperature, transmission gear, oil pressure and the like. 

FIG. 5 depicts a flow diagram 500 for a method for an application to 
receive vehicle system information, in accordance with the present invention. 
20 As shown in FIG. 5, step 502 is performed by the vehicle system; steps 503 
and 537 are performed by the user control unit; step 514 is performed by the 
wireless gateway; steps 525-526 are performed by the infrastructure; and step 
548 is performed by the application. 

The process starts, step 501 , and then goes to step 502. 
25 In step 502, the vehicle system sends the vehicle system information to 

the user control unit. The process then goes to step 503. 

In step 503, the user control unit instructs the wireless gateway to 
establish a connection with the infrastructure. The process then goes to step 
514. 

30 In step 514, the wireless gateway establishes a connection with the 

infrastructure. The process then goes to step 525. 

In step 525, the infrastructure establishes a routable, authenticated 
connection with the wireless gateway. The process then goes to step 526. 

In step 526, the infrastructure authenticates the user control unit with the 
35 infrastructure. The process then goes to step 537. 
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In step 537. the user control unit authenticates itself with the application. 
The process then goes to step 548. 

In step 548, the application receives the vehicle system information from 
the user control unit. 
5 The process then ends, step 550. 

In one embodiment of FIG. 5, the vehicle system information includes at 
least one of a current date, a current time, a current location of the at least one 
vehicle, a current mileage of the at least one vehicle, a vehicle identification 
number, an engine diagnostic code and a general vehicle operating parameter 
10 such as coolant temperature, transmission gear, oil pressure and the like. 

FIG. 6 depicts a flow diagram 600 for a method for an application to 
obtain user information, in accordance with the present invention. As shown in 
FIG. 6, steps 602-603 are performed by the infrastructure, and steps 614-615 
are performed by the application. 
15 The process starts, step 601 , and then goes to step 602. 

In step 602, the infrastructure establishes a connection with the wireless 
gateway, and then establishes a routable authenticated connection with the 
wireless gateway. The process then goes to step 603. 

In step 603, the infrastructure authenticates itself with the user control 
20 unit. The process then goes to step 614. 

In step 614, the application authenticates itself with the user control unit. 
The process then goes to step 61 5. 

In step 615, the application obtains the user information contained in the 
user control unit 

25 In one embodiment of FIG. 6, the user information includes at least one 

of a current date, a current time, a current location of the at least one vehicle, a 
current mileage of the at least one vehicle, a vehicle identification number, an 
engine diagnostic code and a general vehicle operating parameter such as 
coolant temperature, transmission gear, oil pressure and the like. 

30 The advantages of the present invention are now discussed. 

Previous attempts to provide similar functionality have either operated in 
an unsecured or relatively poorly secured manner or required the active, real- 
time participation of humans both at the vehicle and at a central service desk 
located somewhere else. Usually, a cellular phone call is placed to or from the 

35 vehicle and a limited amount of specific, pre-defined data is "piggybacked" onto 
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the voice call. That is, the data is transmitted in a secondary non-voice channel 
or between voice blocks on the voice channel or the voice call is momentarily 
muted while the vehicle data is transmitted over the voice channel itself. 

The present invention uses a data path that: 
5 does not interfere with or interrupt or even require a voice call, thus 

leaving the cellular handset available to place and receive voice calls; 

allows more secure unattended operation of automated systems on the 
vehicle and at the sen/ice center, 

provides increased security measures and safeguards; 
10 permits more data to be exchanged with the vehicle both in terms of the 

quantity and the type of data exchanged; and 

provides increased flexibility for adding to or upgrading the data 
capabilities of the vehicle, post-manufacture. 

The present invention improves ease-of-use for both vehicle occupants 
15 and service center personnel since the network systems can automatically 
request, receive, manipulate, and react to vehicle system and user data on 
behalf of the human operators without requiring explicit human interaction. 

In addition to ease-of-use, unattended operation also has other benefits 
such as lower cost to provide services since common routine tasks can be 
20 performed without a human operator in direct participation. Complex tasks may 
be merely supervised by human operators and controlled by simple, ease to 
learn interfaces that do not require highly trained experts to perform. 

Improved security both better protects the information currently available 
in the vehicle and also allows more information to be provided since access to 
25 the data may be tightly controlled on a data element by data element basis if 
necessary. Since more data may be safely collected and made available for 
access, additional services may be designed and implemented, providing 
greater value to vehicle owners and occupants. 

With the definition of a standard security and access system, the present 
30 invention also enables service providers to define and implement new services 
more quickly and with less effort and cost than currently possible. The 
improved security of the end-to-end authenticated connections created by the 
present invention provides service providers with means for reliable user 
authentication and the ability to tabulate non-refutable charges enabling them 
35 to define business cases for collecting revenue for value-added services 
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consumed by their users. The present invention allows the design and 
implementation of additional vehicle and user systems which have not been 
traditionally installed in vehicles. 
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We claim: 
CLAIMS 

1 . In a communication system having an infrastructure and at least one 
vehicle, the at least one vehicle including a vehicle system, a vehicle gateway, 
a wireless gateway and a user control unit, 

the vehicle system including a vehicle system information, 
the vehicle system coupled to the vehicle gateway, 
the wireless gateway coupled to the vehicle gateway, 
the user control unit coupled to the vehicle gateway, 
the infrastructure including an application, 

a method for the application to obtain the vehicle system information 
comprising a step of: 

(a) by the vehicle system, sending the vehicle system information to 
the user control unit. 

2. The method of claim 1 , including the steps of: 

(b) by the infrastructure, establishing a connection with the wireless 
gateway; and 

(c) by the infrastructure, establishing a routable authenticated 
connection with the wireless gateway. 

3. The method of claim 2, including a step of: 

(d) by the infrastructure, authenticating itself with the user control 

unit. 

4. The method of claim 3, including a step of: 

(e) by the application, authenticating itself with the user control unit. 

5. The method of claim 4, including a step of: 

(f) by the application, obtaining the vehicle system information stored 
in the user control unit. 
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6, The method of claim 5 : where the vehicle system information includes at 
least one of a current date, a current time, a current location of the at least one 
vehicle, a current mileage of the at least one vehicle, a vehicle identification 
number, an engine diagnostic code and a general vehicle operating parameter 

5 such as coolant temperature, transmission gear, oil pressure and the like. 

7. In a communication system having an infrastructure and at least one 
vehicle, the at least one vehicle including a vehicle system, a vehicle gateway, 
a wireless gateway and a user control unit, 

10 the vehicle system including a vehicle system information, 

the vehicle system coupled to the vehicle gateway, 
the wireless gateway coupled to the vehicle gateway, 
the user control unit coupled to the vehicle gateway, 
the infrastructure including an application, 

15 a method for the application to obtain the vehicle system information 

comprising a step of. 

(a) by the user control unit, obtaining the vehicle system information 
from the vehicle system. 

20 8. The method of claim 7, including the steps of: 

(b) by the infrastructure, establishing a connection with the wireless 
gateway; and 

(c) by the infrastructure, establishing a routable authenticated 
connection with the wireless gateway. 

25 

9. The method of claim 8, including a step of: 

(d) by the infrastructure, authenticating itself with the user control 

unit 

30 10. The method of claim 9, including a step of: 

(e) by the application, authenticating itself with the user control unit. 
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